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The following section will take you through a step-by-step process in order to deploy Fortinet FortiMail on Azure.

What Is the FortiMail Security Email Gateway?

FortiMail Virtual Email Security delivers proven, powerful messaging security for any size organization or service provider. Secured by FortiGuard, FortiMail delivers the
latest technologies and intelligence, including integrated sandboxing, to stop even the most sophisticated email-borne threats. Closing off this threat vector plays an
important role in a cohesive approach to securing your organization against the latest attacks.

Highlights:

e Scalable solution for small and medium businesses to the largest ISP and carrier networks

e Advanced threat outbreak protection methods to protect against new, emerging, and targeted attacks

e Apply identity-based encryption in both push and pull methods

e Data leak prevention and policy-based encryption and archiving enable compliance with SOX, GLBA, HIPAA, and PCI DSS
e Enforce email and security policies at a granular level

¢ Receive real-time security updates from FortiGuard Services

e Multi-layer threat detection delivers highest level of user protection

e Scalable solution delivers long-term investment protection
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Why FortiMail Virtual Appliance on Azure?

Stop Email Threats and Protect Sensitive Information

Email has long been a favorite attack vector of cybercriminals and is often an early stage of advanced threats. Not only do you need to keep threats from getting in,
but you need to keep data from getting out. Fortinet’s email security solution has the highly effective, yet easy to use inbound and outbound protection you need.

It comes in a large range of offerings to fit any size organization or service provider. Plus, unmatched flexibility in deployment modes and form factors means it fits
perfectly in any environment.

¢ Independently top-rated effectiveness: routinely earning top marks in Virus Bulletin, AV Comparatives, and other third-party testing
e Comprehensive coverage: anti-spam, anti-phishing, anti-malware, sandboxing, data loss prevention (DLP), encryption, and message archiving

e High performance: advanced software architecture for industry-leading throughput and price performance

How to Deploy the FortiMail in Microsoft Azure Using the Azure Portal and ARM

The FortiMail Security Email Gateway for Microsoft Azure is deployed as a virtual machine in Microsoft's Azure cloud (laaS). You will see in the following sections how
to deploy and configure the FortiMail in the Azure Marketplace. Fortinet solution templates and virtual machines can be found in the referenced link below.

e https://azure.microsoft.com/en-us/marketplace/partners/fortinet/

e FortiMail Security Email Gateway (BYOL)—This is currently the only licensing model that is supported. Fortinet also offers a 60-day evaluation license.


https://azure.microsoft.com/en-us/marketplace/partners/fortinet/
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BEFORE YOU GET STARTED

Before you can begin to deploy the FortiMail Security Email Gateway Virtual Appliance, you will need to make sure the following conditions have been met in order to
successfully complete the installation:

e (Create a Microsoft Azure account

e (Obtain a license

Either:

1. Purchase a FortiMail Security Email Gateway license for Microsoft Azure http://www.windowsazure.com/en-us/account/

2. Register to receive an evaluation license from Fortinet https://support.fortinet.com/Evaluation/Login.aspx



http://www.windowsazure.com/en-us/account/
https://support.fortinet.com/Evaluation/Login.aspx
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Step-by-Step Instructions to get the FortiMail
Security Email Gateway Virtual Appliance Up
and Running on Azure

The following section will take you through a step-by-step process in
order to deploy a Single Instance FortiMail Security Email Gateway
Virtual Appliance on Microsoft Azure.

1. Log In to the Azure Portal

¢ You can access the Azure portal using the following URL:
https://portal.azure.com/

¢ You will be redirected to a login page if currently not already
logged in.

¢ You will then be redirected to the portal dashboard.

The current Azure portal is the portal through which you will
start  creating and managing Azure services. The Azure portal
includes a dashboard that you can configure to work with and
monitor the resources in your environment. The Azure portal lets
you administer all of your Azure platform resources in a single
location. The current Azure portal uses Azure Resource Manager
(ARM), although some classic model functionality is exposed
through the new portal. The legacy or classic portal still is available
for use, but the new portal has been released for general
availability and is the portal you should use.

Cloud optimize
your business

Microsoft Azure

Wark or school, or personal Micresoft account

Email or phone
Password

Keep me signed in

EXY e

Can't Becess your account?

© 2016 Marosoft B Microsoft
Tomaofuss  Privacy & Cookies



https://portal.azure.com/
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2. Enter User Credentials and Sign In

Microsoft Azure

Enter your user credentials:
e Username: <Your Username> (2) Wark or school, or persanal Mj
e Password: <Your Password> (3)

¢ (Click “Sign in.” (4) wesansrnnann

Can't acoeSs crount?

L)

@ 2016 Microsoft =. Microsoft
Terms of use  Privacy & Coakies

3. Successful Login to Azure

. . Dashboard -
Once you have successfully logged in to the Azure portal, you will
Service health

observe the Microsoft Azure Dashboard. . : ke

Note the following login details in the top right-hand corner of the
Microsoft Azure Dashboard. If you click here, you will see options to:

e Sign out

e Change your password

* \iew your permissions

e View your bill
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4. Creating the NEW FortiMail VM in the Azure Marketplace
In the Microsoft Azure portal, follow these steps:
¢ In the upper left-hand corner, click New (5).

¢ |n the New column, enter Fortinet in the “search the
marketplace” and press “Enter” (6).

Resource groups
MARKETPLACE

All resources
Virtual Machines

Recent
Web + Mabile

App Services
3ot Data + Storage

Virtual machines (classic) Data + Analytics
Virtual machines Internet of Things

SOL databases MNetwarking

Cloud services (dassic) Media + CDN

Far Enterprise Integration
Subscriptions a 3

Security + |dentity
Browse

Developer Senvices

Management

Intelligence

Containers

RECENT

.



FORTIMAIL VIRTUAL APPLIANCE FOR MICROSOFT AZURE QUICK START GUIDE

5. Fortinet Virtual Appliances Available in the Azure Marketplace

You will now see something similar to this, which depicts the
return of the “Fortinet” search results.

6. Select the FortiMail-VM from the Azure Marketplace
Select Fortinet FortiMail-VM for Azure (7).

Everything

T Fiter
fortinet x

Results

NAME * PUBLISMER “~ CATEGORY

£2% Fortinet Web Application Firewall - Fortiweb (Staged) Fortinet Virtual Machines
FortiGateMGFW High Availability (HA) (Staged) Fortinet Wirtual Machines
Fartinet FartiMail-vi for Azure Fartinet Virual Machines

5% Fortinet Web Application Firewall - FortiWeb Fortinet Virtual Machines

e . p Mac
FortiGate NGEW Single VM Fortinet Virtual Machines
FortiGateMGFW High Availatility (HA) Fortinat Virtual Machines

Everything
Y Filter
Fortinet x
Results
NAME - PUBLISHER “ CATEGORY i
E:E Fortinet Web Application Firewall - FortiWeb (Staged) Fartinet Virtual Machines
SnE FortiGateNGFW High Availability (HA) (Staged) Fartinet Virtual Machines.
")
E:E Fortinet FortiAnalyzer for Azure Nt Fartinet Virtual Machines
S75 Fortinet FortiManager for Azure Fortinet Virtual Machines
E:E Fortinet FortiMail-VM for Azure Fortinet Virtual Machines
Fartinet Web Application Firewall - FortiWeb Fartinet Virtual Machines
FortiGate NGFW Single VM Fartinet Virtual Machines
E:E FortiGateNGFW High Availability (HA) Fartinet Virtual Machines
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7. Select the FortiMail VM Deployment Model

. . . . Select a deployment model @ e

Once you have selected the FortiMail-VM, you will automatically : -
Resource Manager v

be taken to the Resource Manager Panel, where you can create

a deployment model.

¢ Inthe Select a deployment model, select the default Resource
Manager (8).

¢ Then click Create (9).

NOTE: Though there is no option from the dropdown menu to
select a different deployment model, this is where you would
select the Classic deployment model option.

So what exactly are the Azure deployment models?

Azure provides two deployment models, the Classic model and the
Azure Resource Manager (ARM) model. The foundation of each
model is an application-programming interface (API), which is the
Resource Manager API for ARM and the Service Management

API for the classic model. Although developers can write software
to interact with these APIs directly through the REST AP, it is
more common to interact with these APIs indirectly using the
Azure portal, the Azure PowerShell on Windows, or the Azure
Command-Line Interface (CLI) on a Windows, OS X, or Linux
computer.

In contrast to common belief, these two models are compatible with
each other, but ARM simplifies the deployment and management
of resources by managing them as a single resource group. Most
newer resources support ARM, and eventually all resources will.
However, how you create, configure, and manage Azure resources
is different in these two models.
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Configuring the FortiMail VM Basic Settings

In the Configure basic settings panel (10), enter:

FortiMail VM Name —Enter the name of the FortiMail Virtual
Appliance. (Only alphanumeric characters are permitted, and
the value must be between 1 and 15 characters.)

FortiMail Administrative Username —Enter the
administrator username for the FortiMail Virtual Appliance.
(The administrator username for the FortiMail Virtual Appliance
can NOT be “admin”.) If you do enter “admin,” you will get

an error message stating that the specified username is NOT
allowed. In addition to this, the username can NOT contain
special characters.

Authentication type —Change Authentication type to Password.

FortiMail Password —Enter the administrator account
password for the FortiMail Virtual Appliance. (The administrator
account password MUST be between 6 and 72 characters,
and MUST contain characters from at least three of the
following groups: uppercase characters, lowercase characters,
numbers, and special characters.)

Confirm password —Re-enter the administrator account
password for the FortiMail Virtual Appliance.

Subscription—The only available subscription for the
FortiMalil Virtual Appliance in Azure is the Pay-As-You-Go
subscription model, so just leave this as the default.

Resource group—Enter the Resource group name, and note
that only alphanumeric characters, periods, underscores, hyphens
and parentheses may be used. In addition to this, a Resource
group name can NOT end with a “.” (With Azure Resource
Manager, everything you provision on Azure is a resource. You
can put multiple resources into a resource group. Managing
resource groups and creating and updating resource groups are
the most common operations using Azure Resource Manager.)

1 Basics

Configure basic settings

?

(=)

©

* Mame

FartiMail

VM disk type @
HDD

* User name

fortiadmin

* Authentication type
SSH public keyl:l

* Password

Subscription
Pay-As-You-Go

* Resource group @

O cCreate new Use existing
fortimailresg

Location

Central US

10
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e Location—Select a location from the drop-down menu. The
location refers to allowing you to administer all of your Azure
platform resources in a single location.

Once you have confirmed that all the above settings are correct,
click “OK” (11).

NOTE: If any of the values are incorrectly defined, you will see a
“Red !”; otherwise, you will see a “Green v.”

11
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9. Configuring the FortiMail VM Size Create virtual ma... Choose a size
Browse the available sizes and their features
In the Choose virtual machine size panel, select the appropriate
size VM for the deployment case (12). To minimize cost in a 1 e J ke i ol el o s
. . Done determined by the publisher of the selected image based on hardware and software requirements.
test environment, select the smallest recommended instance, o ’ ’
. . * Recommended |
as pictured here, that is D2 Standard. There are both larger and 9 s 5 _—
: o o D2 Standard
smaller instances that can be selected if View all is clicked to 5 P - B | cores
change the view. It is, however, not recommended to provision 7 G [ = 28 B
H . . s o = » 8 o 16
an instance smaller than what is outlined within the recommended i = S
chs |emEs |e==
. . . . '. ) & Load balancing p Load balancing & Load balancing
After selecting an instance size, click Select (13).
114.58 229.15 458,30

Q@—

©

12
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10. Configuring Optional FortiMail VM Settings Create virtual ma... A == Settings

You will now be in the Configure optional features section. This
contains prepopulated and dynamically named sections that do

not need to be modified unless your deployment is to cohabitate 1 Basics o Storage

preexisting resource group components including storage (15), Done Behaagecarl

virtual network/VNET (16), subnet (17), public IP address (18), (new) fortimailresg370 @ 4

network security group (19), or availability set (20). 2 Size V-

The sections that would often be modified to fit into an existing > etk

topology, within or across resource groups, would be contained . iR 0 @ >

in the networking portion. However, since you are deploying the 3 izt:ﬁn;:reomim] focriies > CEVIARAmETES S’

FortiMail VM as a single instance on its own, there is no need to ' * Subnet @ o 5

change default values. Look for additional Fortinet documentation _ ? default (1721600/24) &

and guidance on advanced deployments of cooperative products. * Public IP address ® @ :
o

Click OK (21) and accept the default values. o= Sl

* Metwork security group (firewall) @

>
(new) FortiMail-nsg @
g
@ Extensions
o Extensions @ 5

MNo extensions

High availability

* Availability set ®

MNone

©

(~
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11. Summary Review for FortiMail VM Deployment Create virtual ma... Summary

Since no values were changed in the Settings section, the next

@ Validation passed

step within the process should pass validation and present a 1 e
Dane
summary of what will be created (22). All new components are Basics
. . N Subscription Pay-As-You-Go
preempted with (new). Click OK (23) to continue to purchase 2 5= v " P —
., L . Done Location Central US
review within the Buy section. tings
3 Settings & Computer name FortiMail
Done Disk type HDD
User name fortiadmin
Size Standard D2
L mima Storage account (new) fortimailresg370
4 ?amnetr’;unimwwor Aziie 2 Virtual network (new) fortimailresg
Subnet (new) default (172.16.0.0/24)
Public IP address {new) FortiMail-ip
Network security group (firewall) (new) FortiMail-nsg
5 Availability set None

!

©

14



FORTIMAIL VIRTUAL APPLIANCE FOR MICROSOFT AZURE QUICK START GUIDE

12. FortiMail VM Purchase

After the FortiMail Security Email Gateway configuration has been
completed, you are now required to select Purchase. Please
review the details and terms of service outlined (25). This section
will inform you if Azure credits are applicable for components.
Also, there is an option to compare pricing for other VM sizes
within this section (26).

Select Purchase (27) to deploy.

NOTE: Purchase means that you are going to be paying Azure
for the virtual machine use time. You still must obtain a license
separately from Fortinet, Inc.

Create virtual ma...

1 Basics

Done

2 Size

Done

3 Settings

Done

4 Summary

Fortinet FortiMail-VM for Azure

5 Buy

Purchase

Offer details

Fortinet FortiMail Security Email Gateway 0.0000 USD/hr
by Fortinet
|

Standard D2

by Microsoft @
| -

The highlighted Marketplace purchase(s) are nt covered by your Azure credits, and will be
billed separately.

You cannot use your Azure monetary commitment funds or subscription credits for these
purchases. You will be billed separately for marketplace purchases

0.1540 USD/hr

Azure resource

You may use your Azure monetary commitment funds or subscription credits for these
purchases. Prices presented are retail prices and may not reflect discounts associated with your
subscription.

Terms of use

By clicking “Purchase”, | (a) agree to the legal terms and privacy statement(s) associated with each
Marketplace offering above, (b) autherize Microsoft to charge or bill my current payment method for
the fees associated with my use of the offering(s), including applicable taxes, with the same billing
frequency as my Azure subscription, until | discantinue use of the offering(s), and (<) agree that
Microsoft may share my contact information and transaction details with the seller(s) of the
offeringls). Microsoft does not provide rights for third-party products or services. See the

for additional terms.
©9

15
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13. FortiMail VM Deployment

After selecting “Purchase,” the FortiMail VM will be deployed.

This process can take approximately 10 minutes to complete,
but may vary depending on location and number of resources
being requested.

14. FortiMail VM Post-Deployment Validation

After the FortiMail VM has been deployed, you will be redirected
to a screen similar to this that shows all the resources that have
been instantiated by the template. This is the Resource Group
view of what was deployed and is searchable by name within the
Azure portal.

Dashboard v + Newdashboerd 2 Editdashboard €3 Share

All resources Service health
ALL SUBSCRIPTIONS MY RESOURCES

fmipiabebusj

e © @
fmivmnbebusj 5 e
= @, Deploying Fortinet
abe i b FortiMail-VM for Azure
31 abcAvailset L
abclnternalRoutes
B ebenico q
[ abenia ﬁl
abcPublicFacingSubn
Marketplaca Help + support

o capHA1-A

/" Fullscreen P Clone [ Delete

fortimailresg

N pesource group
££ Columns
Essentials ~
Subscription name
] Overview
Last deployment

B Activity log

s Access control (JAM)

& Tags

NAME
SETTINGS . N

4 FortiMail
& Quickstart

B fortimaile

() Resource costs )
[ FortiMail-nsg

+
Deployments
BT FortiMail-ip

" Properties e
<% fortimailresg-vnet

Locks —
8 fortimailresg882

2 Automation script

SUPPORT + TROUBLESHOOTING

New support request

@ Delete {) Refresh => Move

Subseription 1D
# dfcaddbd-550b-4572-8404-d541c6cf306b
Location

Central US

TYPE LOCATION

Virtual machine Central US
Network inter... Central US
Network secur... Central US
Public IP addr... Central US
Virtual network  Central US

Storage account Central US

16
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15.

16.

FortiMail VM Public IP Address

In order to be able to connect to the FortiMail VM, you need to
know what the public IP address is.

To accompilish this:

Select the public IP resource (28) to get your DNS name or public
IP address. This will expose the public IP address (29), which is
40.86.85.174 in this example.

Connect to the FortiMail VM GUI (HTTPS)

To validate that the FortiMail VM in Azure is working, you can
connect to the GUI using HTTPS.

Using a modern browser such as Firefox or Chrome, connect to
the IP address identified in the previous step. In this example the
IPis: 40.86.85.174.

Browse to the administrative URL for the FortiMail VM. With
regard to our example IP, ours will be as follows:

https://40.86.85.174/admin/ (30)

NOTE: FAILING TO SUPPLY THE ADMIN (/admin) LINK WILL
PRESENT THE USER INTERFACE AND LOGIN WILL FAIL!

Enter the FortiMail Administrative Username from Step 8 (31).
Enter the FortiMail Administrative Password from Step 8 (32).
Select Login (33).

Browsing to the administrative GUI insecurely (port 80/non-HTTPS)
will result in a redirect. Also be aware the default certificate is self-
signed and you will receive a browser error until a valid certificate
is configured.

EE Columns [ Delete () Refresh  => Move

Subscription ID
£ dicaddbd-550b-4572-8404-d541c6cf306b Overview

Locatin
Central US B Actvitylog

2 Access control (AM)

& Tags

A Fortimail

I fortimaitso

@ FortiMail-nsg

[ FortiMail-ip Public IP addr... Central US

&> fortimailresg Virtual network  Central US

= fortimailresg370 Storage account  Central US

£ settings X Dissociate [ Delete

ssentials ~

b

New support request

E:
Resource
[t

Ce

Sul
Subscription ID
dfcaddbd-550b-4572-8404-d541j

growp

us

@fhttps://40.86.85.174/admin/ }

N

o

Name

Password

fortiadmin

Remember me

© 00
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17. License Your Azure FortiMail VM

Upon a successful login, you will be redirected to the main
dashboard.

Currently our Azure Marketplace deployment only supports BYOL
licenses. This means you will need to purchase Azure-specific
licenses for the appliance you are going to deploy or request trial
licensing from your local Fortinet or partner sales team.

NOTE: If you have a mismatch between the VM size and the
license (i.e., more CPUs assigned to the VM than are licensed),
you will receive an error message and the FortiMail licensing will
fail until an appropriate license type is uploaded.

To license the VM, select Update from the VM license section (34).

NOTE: To obtain a license file, you will need to submit a valid
registration code to the Asset section of Fortinet Support. This
will then allow you to download the appropriate license file.

Once the appropriate license has been uploaded, the GUI will
now reflect a valid license and you will have successfully deployed
FortiMail VM in Azure. Please reference the configuration and
operation documentation to configure FortiMail.

http://docs.fortinet.com/fortimail/admin-guides

FortiMail VMO0
N 0
_Sym" Status Add Content~
Maint
aintenance e oen

Serial number: FEVMOOUNLICENSED

Up time; 0 day(s) 0 hour(s) 46 minute({s) 0 second(s)

System time: Fri, 19 Aug 2016 08:42:43 POT

Reboot time: Fri, 19 Aug 2016 07:56:43 POT

Firmware version: v5.3,build605,160629 (Interim) [Update...]

Operaticn mode: Gateway v

Current administrator: fortiadmin / 1 in total [Details...]

HA mode: Configured: off, Effective: off

Log disk: Capacity 204 GB, Used 32 MB ( 0.02%), Free 204 GB

Mailbox disk: Capacity 816 GB, Used 249 MB ( 0.03%) , Free 816 GB

Email throughput: 0 messages per minute (last 42 minutes)
License Information [« ]2 ]x]

{ =

Antivirus: 5.00170 (Unreachable) (X ]

AntiVirus definition: 1.00234 (Updated Never) [Update...] @

AntiSpam: Expired / - ]
E Invalid license presented [Update...] [<]
System Resource [« ]« ]a]x]
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Support

For more in-depth instructions, please refer to http://docs.fortinet.com/ for administration guides or email your support questions to azuretech@fortinet.com.
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